
 
 

Integration of SAP Netweaver User 
Management with LDAP 

Applies to: 
SAP Netweaver 7.0/7.1 

Microsoft Active Directory 2003 

Summary 
The document describes the detailed steps of configuring the integration of SAP Netweaver User 
Management with LDAP (Microsoft Active Directory 2003 is used as LDAP).  
LDAP, being the integrated, provides a central user repository used to centrally maintain user data, thus 
avoiding the redundant, error prone maintenance of user information in several systems and reduced total 
cost to ownership.  
Here the LDAP directory acts as a leading system wherein the Users are imported to the SAP system when 
the user synchronization happens every time.  
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Prerequisites 
The LDAP connector requires access to some specific library which is installed on the specific application 
server platform. The LDAP connector is called using ABAP functions and communicates with the directory 
services using Lightweight Directory Access Protocol.  

To check whether LDAP Connector is operable, that is checking the availability of LDAP Library on the 
application server.  

Run “ldap_rfc” command in the kernel directory and check the version details. 
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Configuring LDAP Connector 

1. Create and RFC of connector T-Type 

Note: It is recommended to use the following naming convention: LDAP_<server_name>. 

If there are multiple LDAP connectors on one server then use: 
LDAP_<server_name>_<sequence_number> Example: LDAP_SERVER_01 

2. Select Registered server program as activation type 

3. Specify the Program ID same as the RFC destination.  

4. Save your entries. 

Refer the below screenshot for LDAP connector details 
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Defining System Users 

The communication user (Example: TestUser) has to be maintained in the LDAP server which used by the 
LDAP connector to bind to the LDAP Directory Server. 

1. Access the LDAP Connector via Tcode “LDAP” choose System Users 

2. Switch to change mode and choose New Entries 

3. Enter the required data and Save the entries. Refer the below screenshot. 

 

Defining Server Details 

Create a new logical LDAP Server. Here you have to maintain the connection details of the physical directory 

1. On the initial screen of LDAP choose Server and switch to change mode. 

2. Choose New Entries and Enter the required data and Save Entries 

Refer the below screen shot for Server Entry details 
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Logging on to the Directory Service 

Now you must check the connection to the directory service by logging on to it. 

1. In the initial screen of the LDAP transaction, specify the LDAP server name and the LDAP 
connector. 

2. Press Logon 

3. Provide the System User or enter the directory service user and password. 

4. Choose Execute. 
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Mapping 

In transaction LDAPMAP specific SAP data fields can be mapped to the desired directory attributes. 

SAP offers directory specific proposals for the mapping of the directory attributes to the SAP data fields. After 
importing the proposal the mapping details can be customized as desired.  

For each attribute there is the option to specify whether the customized mapping is only valid for import, 
export or for both ways of 
synchronization.
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Mapping Using function modules 
If the desired mapping is not a simple 1:1 relationship, function modules can be used to enable a more 
complicated mapping procedure. 

A simple example is the telephone number. The telephone number of a user is stored in the directory 
attribute “telephone” (in MS Active Directory). The extension is normally split by a hyphen ‘-‘.  

In SAP the telephone number of a user is stored in two data fields ADDRESS-TEL1_NUMBR and 
ADDRESS-TEL1_EXT.  

Therefore the function module MAP_SPLIT_CHAR can be used. 

This module reads the value for the telephone number from the directory attribute telephone. The extension 
is split at the position where the system finds a hyphen ‘-‘ in the string and the two values are stored in the 
SAP data fields ADDRESSTEL1_NUMBR and ADDRESS-TEL1_EXT. 

 

Synchronization of SAP User Administration with LDAP Directory 

Once the mapping indicators have been set, you have to synchronize the data from the LDAP server with the 
SAP User Administration. 

1. Execute report RSLDAPSYNC_USER in the transaction SE38. 

2. Specify the logical LDAP server and LDAP connector 

3. Define how the report has to process the entries of the objects that found during the search. The 
search result is made up of three subsets. 

a. Objects that exists in both in directory and database 

b. Objects that exits only in directory  

c. Objects that exits only in database 

4. Save your entries and Execute. 
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LDAP Synchronization 

For example the user “LDAP ABAP” has been created in the Active Directory Server. When the 
synchronization report is executed in an SAP system, the user “LDAP ABAP” is taken from the LDAP 
directory server to the ABAP system. The below figure is LDAP synchronization log when the report has 
been executed successfully. 
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The following is the screenshot of the user “LDAP ABAP” is the ABAP User Management SU01 
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Integration of Java User Management Engine with LDAP 

Configuring Java UME to use LDAP as a data source with the User Management Console 

 Procedure 

1. Login to the User Management console with the Administrator rights. 

2. Start the User Management  

3. Choose Data sources tab 

4. Choose Modify Configuration 

5. From Data Source, select the data source that best matches your LDAP directory. For Microsoft 
Active Directory, choose ads_readonly_db 

6. Choose the LDAP Server tab 

7. Enter the required data for connection  
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8. Choose Test Connection  

If the test fails, user management configuration displays the entry from the security log. The monitoring 
tools of your LDAP directory can also help you determine the cause of the problem. If necessary, go 
back and reenter the connection data and test the connection until you are successful. 

9. Sava all the changes 

10. Restart the application server for the changes to take effect. 

Once the server is restarted, you will see the users which are imported from the LDAP directory. 

To see the users from LDPA directory, go to Identity management and search for the users from the source 
LDAP. Below is snapshot of the users in the Java UME which are imported from LDAP directory. 
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Configuring Java UME to use LDAP as a data source with the Config Tool 

The UME LDAP configuration tool simplifies the process of configuring the UME to use an LDAP directory. It 
allows to choose the configuration file for configuring the data source files and also to enter the connection 
data for the LDAP directory and the test the data. 

1. Click on the Configtool.bat file in the installation folder.  

<SAPJ2EEEngine_installation>\j2ee\configtool\configtool.bat 

2. In the configtool, choose UME LDAP 
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3. Configure the LDAP Data Source as required and save your 
entries

 
4. Click on the Test connection button to establish a connection with the LDAP directory with service 

user. 
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5. Restart the AS Java 

Now you can see the users in the User Management console in which the users are imported from the LDAP 
data source. 

 

Limitation of UME when AS ABAP is used as a data source 
In a ABAP+Java dual stack system, by default the system takes the User Management of an ABAP system. 
In this case, it possible to configure LDAP as a data source in the Java UME. It is also not possible to create 
the users in the database of AS Java. 

For more information refer to SAP Note 718383 

Configuring Java UME to use LDAP as a data source with the Netweaver Administrator Console 
(NWA) for SAP Netweaver 7.1 Java system. 

The above mentioned steps for configuring SAP Netweaver 7.0 java system to use LDAP as a data source 
are valid for the SAP Netweaver 7.1 system as well. 

The only difference is we can also configure the User Management with Netweaver Administrative console 
as well. 
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Procedure: 

1. Login to NWA with Admin rights. 

2. Choose Operation Management -> Users and Access -> Identity Management  

3. Under Related Tasks, choose Configuration. 

4. Fill in the required details of the LDAP server and Save your entries. 

5. Restart the AS  

Refer the below screenshot for the connection details 
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Related content  
• SAP Online Help http://help.sap.com 
• http://service.sap.com/security ->Security in Detail -> Identity Management -> Directory 

Services 
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